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Today’s email threats move fast, and malicious files look more and more like ordinary files. Growing

businesses need predictive email security defeating today’s threats with an eye on tomorrow.

Libraesva ESG manages and filters all email traffic to protect organizations from email-borne threats

and data leaks.

Using two proprietary sandboxing technologies, URLsand and QuickSand, Libraesva ESG intelligently

scans all links and documents for active code and evasive behavior to prevent users from visiting

unsafe links or receiving and opening malicious files.

Simple and easy to deploy configurations guarantee that customized email protection is in place in a

matter of minutes. Available both On Premise or Cloud. We are Email Security Experts!

=SG — Email Security Gateway

Libraesva ESG Main Features

SPOOFING PROTECTION

Using a combination of SPF, DKIM and DMARC athentication
techniques and email header analysis Libraesva ESG allows you to
identify and block the imposters.

PROTECTION AGAINST MALICIOUS FILES

Prevention against the delivery of malicious attachments through deep
inspection and document sanitization.

PROTECTION AGAINST MALICIOUS URLS

Libraesva ESG includes time-of-click protection that intelligently scans
all links for evasive behavior to prevent users from visiting unsafe
websites.

THREAT ANALYSIS PORTAL

A Threat Intelligence Dashboard, which offers analysis and trend data
on attacks targeting your organization. Benchmark against Libraesva
global data.

THREAT REMEDIATION

Libraesva ESG allows to remove emails from user inboxes after they
have been received, through a powerful email remediation feature.

EMAIL ENCRYPTION

Sensitive data, information, documents and files can be sent securely
on demand through the Libraesva ESG end to end encryption service.

EMAIL CONTINUITY

CEO Fraud and Whaling.

BEC AND IMPERSONATION ATTACKS PROTECTION

Libraesva ESG protects against impersonation attacks, such as BEC,

RESPOND QUICKLY TO SECURITY THREATS

Act on deep visibility into targeted threats and advanced attacks with

detailed reporting on every email. Easily integrate with third-party

SIEMs and other applications.

Email continuity ensures zero downtime against any planned or
inplanned downtime to your mail server or Office365.

MANAGE YOUR EMAIL ON THE GO VIA MOBILE

Libraesva ESG includes a suite of mobile applications extending
management of email and the quarantine on the go.

Our Proprietary Leading Technology
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ADAPTIVE TRUST ENGINE

A dynamic relationship tracking engine for senders
and recipients, so all transactions are tracked and
monitored to measure trust and to observe who
usually communicates within your organisation.

READ MORE

URLSAND PROTECTION

Leading proprietary time-of-click protection
technology that intelligently scans all links for
evasive behavior to prevent users from visiting

unsafe websites.

READ MORE
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QUICKSAND PROTECTION

Unique sandbox defense stops never before seen
malware hitting users by lowering risk to effectively
zero. Attachments and URLs are taken care of and

sanitised.

READ MORE



